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DYNAMIC WEAPON-TARGET ASSIGNMENT PROBIZMS
Wrnl VULNERALX C2 NODU

Patrick A. Hoein, Jamus T. Walton and Michul Adtas

Laboratory for Infomaidom and Declson Sysyms
Massachusetts Institute of Twhnology

Cambridge, MA 02139

ABSTiACI observe the outcomes of some engaemens befoe making
further slgunmms)• This is ummims called a shoot-look-
shoot ma iy in dte iiwamrm In dhs paper we will provde

In~~ this pane wipl preses ofops do~r on andwr o
tedynamic version of the Weapon tsoTagt Assignment -'

(WTA) problemi and cm dte mdc version of the WTA Problem Maino ioM with the cornespondin stadtc problem.
Swc l s C a nod m ncded Mn e f a Te above resoue allocation problem will ypicaly be

In the satc WrA probim wapon ust be assigned to
tgeta with the objective of min•mtizing the total expected solved at a C3 node and the reult tamitd to the relant
number (or value) of the surviving targe•s ii the dynamic resources. These Cs nodes will therefore be of vital
venaio, this allocation is done in tine stages so that the M 0 the defm since their destrcion will in cfect
outcomes of previous enggements can be used in makinig pssYn the resources over which they have control. One
future assignments. We will show that, for the simple cases approach, that can be used to Increas the reliability of the
studied, there is a significant cost advantage in using the system. is to replicate the CV nodes. In this way destruction of
dynamic strategy. We believe that similar results will hold for the primary C3 node does not affect the defense's system s
the mIr genemal problemi ts function can then be performed by one of the "backup" C3

In the static defense-asset problem with vulnerable C3  nodes. We have formulated a model which includes these
nodes the offense is allowed to either ttsack the assets replicated nodes am will providerem lts to simple Cases of the
d,-mselves or to first attack the command and ccotal system, problem.
and then the asets if the C3 nodes are destroyed then the
defensive intorp qis am assumed unusable. We first consider This paper is in effect a progress report of our work on
simple cases where assunipmss am made as to offensive and die rsDc allocation problem and on the survivability issue
defensive mates of knowlewbe and kill probabilities. Sautees menioned in the previous paragraph. The models being used
we then developed and optimal .weapon .lklatio identifed. are rich enough to capture the nature of the mission (e.g.
These assumptons are then relaxed, and further examples defense of assets), enemy strength (number and effectiveness
demonstrate the .mning complexity, of the enemy's weapons), defense strength (number and

effectiveness of the defense's weapons) and strategy and
tactics (preferendal defense, shoot-look-shoot, etc.) It should
be noted that basic research saudies on these topics wre virtually

L ITMRODUCTION no01-etlstentL
Our long-range research objective is the quantitative Sdy Our work is motivated by military defense problems, two

of the theory of disutibuted C3 organizations. Our present examples of which we u follows. Tbe first example involves
research has ben concentrated on certain aspects of stuatio the Anti-Aircraft Weapon (AAW) defense of the Naval battle
ressment a resougcecmmte nt. group or battle force plaff=or. The assets being defended are

aircraft carrier(s), escort warships and support ships each of
Situation assessment entails the use of sensors to detect which is of some intrinsic value to the defense. The threat to

and tack the enemy and its weapons (i.e missiles, tanks etc.). these assets are enemy missiles launched from submarines,
These sensors are usually geographically distibuted so that surface ships and arcrfL These missiles may have different
distributed algorithms are desirable. This problem can be damape probabilities which depend on the missile te. target
formulated as a distributed hypothesis testing problm. Results type, etc. The defense's weapons e diffte t types of AAW
on this research can be found in the paper by Papastavrou and lhed fom A s and other AAW ships. The
Athans [ 13 in tanse pfoed-ings kill probability of these weapons may also depend on the

spaccpair. The objective of the defense is

The rescus commitment problem deas with the _timal to mudIin the eIpected sauviving value of the assets. The
assignment of the defense's resources against the offense's p Ublen is to find w-ic W InAceptors should be assigned
forces so as to minimize the damage done to the defense's to each of the enemy misslles, when Should they be launched
assets. If th; battle is such that the defense has a single and why. This formulation allows for a preferential defense
opportunity to engage the enemy then the problem can be wher, n a heavy attack, it may be optimal for the defense to
formulated ass static resource allocation problem. If multiple leave "low" valued assets undefended and concentrate its
engagements are possible (as for example in the Strategic resources on saving the "high" valued assets.
Defense Syitem (SDS) scenario) then better use can be made
of the deferse's resources by assigning them dynamically (i.e.
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Theu second motivating exmmple fr our work is the M4aximum Margina Return ri~ithm. works byasiinth
phaos e of the Sfe Dfns Syspem. 1a this -m vrwuaip~s quendialy 'With Z weapom beingasne to the

fth asewae our (the defense's) Ineonma Ballistic "subs in the maximum marginal retur in the
Missile (ICBMd) silos, military Inkstallations CIS modes

.opulatins Metes mt.Te threa to thms B31111 aesM m
re-eamtrvy vehicles (RV's). surrounded by decoys.L The Inthe sp cian caein which the kill probability is the same
defense's weapons are Space-based kinetic-kill vehicles AK F~'W*V P~sIN dalugshv h aevle
SBKV's) and ERIS interceptors. The objective of the I ti I obtained by dividing the weapons as

isthe maximization of the expected surviving valu of -th sogli-
the assets. The problem is the determination of the optimal
weapon-arge assigntments and the timing of th inecpo .I= DYNAMIUC WFA PROBLEM
baunches

2.7 iHE TI'C TARG~r.BASED WFA PROBLEM The back scenario for the dynamic problem hs the same as
for the static problem except that the weapon Assignments are

In this section we will present the stai'r version of the doeintime stages eachi of which consists of &he following
target-based WTA problonm. In this model, a nume Of 21
missiles (Uth trgesi) ame launched by dohe cIfe , Th defense (a) Deuermine which targets have sAnvved the last
has a number of interceptors (the weapons) with which to Comment, mbe fteraingwposwh
destroy then missiles. The defense oksslgns a value to each of ()Aina i asto i
the targets based on factors such as target type, point of totale expected11 telo value of the
impact, etc Associated with each weapon-uarg pair is a kill We MM toll gaintf~o ofia S
P.Ibability which is the probability that the. weapon will w hav lookd a a= Simple camS of this problem t i

c' uy te trgetIf tisfire atIL e wil mke he insight into the general problem and to help bolster our
a, amption that the action of a weapon on a target is nud
It .'pendant of all other weapons and targets. The problem

f.,4 by the defense is the assignment of wepnto targets 31 The Two-Targi Cas
= 4th the objective of minimizing the total exetdsurviving .in thi canw will assume thtat there are two targets

value U4=~(N2), the kill probability is the -ni for all weapon-target

2.1 Maihanm latemswut afthesweieWrA Pioble pairs, the defense has M weapons and there are K time
stages.With these assumptions we have proved the following

The following notation will be used-
N - the number of enemy~ tawtpmnm2. ne ~ rm~zosgv2labva ia
M a the number of defense weapons Tbnm& Under ath assagcans be v fond aovelan Letima-
V, - doemaweof trget i taayo peetsaecnbfidsolw.LtT-

pq a probability that weaponi jkills target iif sho ati rm/KL solve the correponding static problem with T
The solution will be represented by: weapons and denose the soluition by (x1) where xi is the

[I iwczonjsasigndtoargti ptirae numsber of weapons to be assigned to target L The
11 i wcpon isassgnedto rge i otiml asignentforthe present stage of the dynamic

1 0 Otherwise trb on sA assign Xi %weios to arger I.

nh piiain problem ca owb st___as If we further assume that Vj-i and that M is divisible by
M 2K then it can be shown that uth optimal target lekage J(K) is

mirk J 'ViL1i(I- PQ) % (2.1) given by: Mi*

3(K) -2K( - p) ~ 2 %(-1)(1 -p)M. (3. 1)

subec t: ~ -~, - l2,..M.Note that if Kis large thenithe optimal leakWeJQC) -2(1-p)msubjctt: X i jwhile the optimal leakage for the corresponding static Problem
is 2(1-p)J"'l. In other words, roughly ha if a many weapons

i le objective function is the total expected value of the are required for the dynamic straegy to obtain the same
surviving targets while the constrant is due to the fact that expected leakage as that of the static I atgy. This expresses,
each weapon can asnack only one target. in a convenient form, the value of the battlespace to the

defense.
2.2 Commenits an the Sokation of the Static WTA Preblarn I iueIw aepotdtertoo h -t

This problem has been proven, by Lloyd and leakage to the mdtc hekage versus the kill probability for the
Witsenhkausen [2], to be NP-Complete in general. This muan case of two targets and 16 weaponks. We have pl= Vd h cases
that polynomial time algorithms for obtaining the optimal K = 2,4 and 8. First note that the leakage a&iantage of the
solution do not exist~ One must therefore resor to sub-optimal dynamic strategy over the static ant increases with the kill
algorithms. probability. This is due to the fact that as the Mil probability

increases, the information gained from the first stale
In the special case in which the kill probabilities are Inrasses This implies that mo effectve use will be made of

independent of the weapons. den~roeder et a1. [3], have (costly) high accuracy weapons if the dynamic strategy is
proposed an optimial algorithm for the problem which runs in used Next, note that the leakage advantage of the dynamic
polynomial time. This algorithm, which is usually called the strategy increases; with the number of stages. This is due to the
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� that the �.indim - hermes with th m�er of
ma.. Hers, however, that meat of the oveinns is 32 � W.Th�i -�

obtalasi afleromly a small n�sr of maps. In ether wds, � edwe will eamaider the swossage dynamic
� � � � � probiuim with Nemmfli veined was. (each of value I),a

eeus a ifleuw usainge 'L�"' the SinuS kill �mbabAisyp sad weepes-wgespaIrs), -d �ieas. d�1�hS d� m� problem, we
we neable to amalydasi uehiem to this �blem far
the cams N�2. However, �e were able so dedve useM

KVAUhabage �wopuiiss of sin apsimel inludam. Tiw fins property, whjch
- � .. mere gemual problem of K miss, is given as

thUSIUD 3±

Theer 3.2 The .paiimul a.lati.ar. gIVeN
abow Mu eke peopeny thu the uch
a�. w.mm�in..q the w*.Vng waits.

the g�ob1m
the�blem so be arived. Let

a.. �demes the number
of weapons used In the firm stags (Lo. 2 magma to go). The

em ni�wofweapa.�wIUbeuudlmthelass willthen
be M-M�. Dunes she emrmquemdlmg east of the �gmmeas� In
which weepm we spumed ivunly at each ama.. by 3(M2). The
optimal eslutiam cam that be obtained by mInimizing 3(M2)

* over the us (O,1,...,M).

5' if 3(M 8) happened so have a aaevex� shape (I.e have the
a.' * * property that 3(M2 eI) - 3(M2) � 3(M8) - 3(Mrl)) then the

above minlmlzanon could be dame efficiently. Unfortunately,
C0  � G.m 0.8 0.4 G.m 0.0 o.y a.. o.e wecanshow(byexan�le)thatthls1snosthecase.

kill probability p
L.t us now consider the case of K stages, N equally

Figure 1: 3(KYJ(1) vs.p for the case M-16 and N-2 valued urges, a single kill probability and M weapons with
the cansusina that she number Jweapons is less than the
number of targets. Our Intuition tells us that a dynamic

Figure 2 contains plots of the ratio of the two-stage allocation should not perform any better than a static
leakage to the mc leakage versus the kill probability p for the aliocatiosi. This Is In fact the came. This result Is given In the
c&se of two targets. We have plotted the cases for which Mm
4,8,12,16 and 20. Note that the leakage advantage of the
dynamic attategy increases with the number of weapons used. Theauma 3.3 Under the auwnprions given above, a
Note also that the same leakage advantage can be obtained by dynamic allocation cannot peiybnm ai� better than a static
either using a few high accuracy weapons or many low allocaulo.. lime. it Is optimal to assign all of the weapons an
accwacy weapons. rhefla# sage.

2-stage leakage The above theorem is met particularly enlightening but it
mc allows us so coecenifase cm the cases in which lvbN. Let us

now consIder the cm in which there are two mages, N targets

with M �. N. Aseach at unit valuea kill peobabilitypandM weaponsdenote the number of weapons
Theorem 3.4 Under the assaanspeions

em '' "s.. used in�&insmgeofasnasgy. Jiven above, the
0.? - - has

S S We copjectiwe that she above theorew can be extended so the

S case of more than two stages.

0.4 Usin� the pro�rues given above we computed the

0.8 5'. numbers of esge dynunic�oblem for various

0.0 "� * * �.. vahest 7 M� aprobabilityof�m

- = number of��ns varies from 1 so 25.(the rows). In theis nom-muque we have chosen values

0.1 0.8 0.8 of Pd 2 which exemplify say panems. Nose that for the cases 0.4 0.8 0.0 0.? 0.0 0.0 1 �MS2N-l theopdmalvalueofM 2 lsN.Wecoojecturethat 0
kiul�XObebthtyJ) this result holds in general bus have so far failed to find a -

Figure2:3(2)IJ(l)vs.pforthecaseKu2andNm2 P�Of*

ByO Avatlability Coden
and/or

OTIS i--. -- a---
COPY 0 Special

INSpEorro

ML rn�aw
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Table 1: Otmalvales ofM2 for N=1:10, M=1:23,pm&09-_______________

Figure 3 contains a plot of die wAto of the 2-nsge leakasge No. of defense weapons M
to the static leakage vusus the kill obbty p with a 2:1
weapon to %fargt MUGo (i.e.M - 2.14).Whave plotted the
Cases N Is 2.4.60 and 10. Heae we sec thtatu the siz of the
nj~dmincreases the leakage advantage of the dynamic mtodel 4 IrJUINO H 'FNF

6zýý- 7hisimplies that, for the problems that concern ut.4 M M M OTE FN1O
(i-e. aresaeroems). the dynamic modal has a 41 1J Ulrousdsigifiantleaageadvantage ova the statc model.

Althoutgh diaodhudon of C3 functons is generally regiarded
2-stage~~a lekaeISk ' -e,'a little quantitative insight exists as to the resuting

2-sag lekegins. ".hanclad survivability of the BM/C3 s stem is
V~dC k~k~gtypically cited as the reason for such distuibution. Rewe

I develop a cobcept of vulnerability for the VITA function andcons4ider aneffeict on allocation ssraeie The underlying
a. paRadigm is the defense; asset model, an which the defense

defends a collection of dffu~'1y valued assent against smack.

in such 411 enaeet*hbeTiVe of the offense is to
SY -mlnileeiiecsdmari~iVIlg defNse m value. This can be

2 accompl~sheb y eithrataw n the assets themselves or by
Sfi~rust thskige defense systent, and then the assets.

Althouh components of the defiense system are
vunral weaMme hure that the objeciv is the command

0.4 ' '..and contral aenus the destunction of which renders the
defensive onkpil -us--Isabe. A precurso muck inmaieses the

o~u X \likelihood that the assent will be undefendd sand thu inases
0.5 .their vulnehslbliy. mking this; a potentially attractive offensive

* suaitegy. Inctresd vulneraibility, however, comnes at the cost
0. of a reduction in the offensive stockpile available to anack

a 0.1 a' 0.3 0.8 0.4 ' .0. 8 0. 0 1 Thu e overall objectve of the defens is to maximze
killpoba'Ut p epectd sri~vnasset value; 3M/C nodes exist and are

~ ~~"" e' aded Ony imofar as they further this. Unless some
Figure 3:3J(2)07(1) vs. p for the cane K-2 with Mu2N reudnyI ie.a destoyd SMOC node cause the

defesiv weaonsit ontruols 0 b useless. For the puposes
Ftgur 4 contains a p~lot of the ratio of the 2-sage leakage of Intitial 2 anlyss, we Umme: that command and onrlis

to the static leakage vemss the number of weapons M with a Leuhd and voylcahion of 111mcdoon will ocam at this level.
kMl probability p Is0.5. We have plotted the cases, N c-. 26.8 The defense has the potentila v increase expected surviving
and 10 Note that the lealtage advantage of the dynamic model value by allocating some puai.lon of its stockpile to 3M/C3

iw~assesYo yexponentially with the number of weapons. defense, but in so doing reduces; the number of weapons
Tik" r thdynamic moe ssgiiatybte vn available for demfeoiqi assets.

for relatively small weapon totaetros



42 PMUM Ddim s betv th Il 3M~ MAiteDe using

We uu a auo m fQ da iu of m us sb w•u wvl1

Awn ad £5 an eve f1-.ugh sut a ha sa omuu'l . (4.7)
at t a =a= don m its my s iher. The sf can -mSl W
whic MMor soft embeing smgagniIintoime I mptthe awm*. if dOWd, but ciMn• idWpiy changewapoalb. smee, ba sdern dmp be n where ft and a oftvxu and defensive allocations for

TM an as m tpof inerepos adlfbs pscueo atak, # idemes ths V noim and pe is die
To e defens e a nockpile ofM inNmsiepsa.E ted the obffnsive ll probbmility for CS maine. We asme that alloffens a stockpile of N miasilss Bach ulds knows thesem ~d t

quntdes. In smaPM am in a usual stocils, and a thus BAO nof am be demayed to elmlow do 1
capable of defending may CS mode or asses Intillwe Th Af wons to misimise U, while the defense mobk
asum that all inching bd miimshe the mo of ai
killp and dfetim  Intareptors P. Thus the miss

aesuinnp it(l) -, m ain U
is (1.-1 )6V in Iura by I deWende (l-P(l-rh)) ind hr i lyA) (a%)n (4.8)
suchen ad mpts dirncteda t the sameasset (l-p(l-
Pr6. WasId roail ities dependteewpnt a ep m ltaret A foralummet~l o& -:otem asoincludes conaitts

an ase ti wul bcae(for a given asse q) reaigskiesim n WAshat integrality. The offense

A - (1(4.1) afomamwi
iml 4 44 Ja,+ JN - N(4.9)

where xj a 1 if weapon j is assigned to target i and 0
otherwier, - kill m]babllity for interceptorJ fred at urget u sre thdsu ofive socpile. directled t CS nodes and atut sum so te affsmdv* sckM, "Me defense allocaion
4, -l - kill probability for target I against ast q and Nq
indexes the set of targ amd at masse q. The simpler

it . + -M (4, 10)

[l -lgl-r) •] (4.2) ,-I gal C.sI i=:

-simlarly equires that defensive weapons sum t the

where xi is thn number of defensive weapons assigned to the

1- target. The ut hnctia, howe.r, Is nolbear, nanoanvex and
The o•*tive function ud is nan0Cancve. Minimal anYicl insight has bon deveopd

1 a tV" +(1UAW', (4.3) and iniday we diacuss small numera examples.

4.3 Dscoulmm
where , =probality that all C nodes are destroyed, Vs =
expected surviving asset value if undefended and V/d - T beor way to demonsnu the comlexity of strategies

for such oems Is to i Cnceider simple cmes. Assume
expeced suvin asset value if defended. Th fen then. that the defense has the last move, and also that kWi
seeks to minimize V and the defense to maximiZe it. In probabilides for targets against BMW. nodes (p) andgnrn trceptors against ur ge (r) are umty while urgets againstNasses are .4 ) Assts w to be of equal value

V (Vlfllp .H(l-r) , (4.4 Ad to ome. he offemse then, can either
Si tntack just the uases, or first the BM/3 nodes and then theassets. If the control nodes an attacked the defense will

defend just one by machingsuebc incoming -11ie obviouslyWitih t1he above assumptions about kill probabilities, this choosih• the most iHsbdy aacked. As Ioi as t

reduces to nircepro left they wi be so used in the fWt rose, for
othwi they ma useless in the second. If de am any left
for the second stage, they will similarly be employed to

V8.-[p(l-r)] (4.5) successively defend the least attcked trgets. Thus the
qWl ini offean will attack all CV ndes evenly, as it will also do for

assets (though not necessaily at the same level for both).
The expected number of surviving asses. If undefended, is Note that this is mm reonly when CS nodes ae of equal value;

the same applies to the asset attacks. The purpose of a
V. (4.6) precursor atack with these kill probabilit. is to deplete the

a Rj defenders stockpile rather dim tao s•ually destroy the control
nodes.
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opdma~ wae obtisedby a inuelignt eanumeation:
anaintiIf staaPe tbdfekpa~'th F4=u6: Pe al.P& =.9.Qm4.N 12,ju6
TJo a dos which m imlse U~ibe offns th" seecs

strtey urspNdin to the mw=im of thes nida. Only
by .mplic"R=atlos regarding p,? rmad the vi is moeb an
enumeration feasible. In figure 5 ()W=4) the offenase alloicas
.4of in 12 weapons to attack he C3 nuides who r islow. but
incrase to I when r is hih;, fthi conreponds to defensive
allocations of at Aim 2 and then 3 inarerpeo in deh fee I th
Cl nodes. Not surpsidngly, thle number of expected survivors
is quite low.

* 11 aFigure 7: PC -.9, P'a -9. Q 4, N-= 12, M1-8

Fiur 5 c .9 P .9. Qa4,N a I.M Is4

------------------I
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Figure :P*..9,Pa..9.Q=4.Nu12,M.10

In figure 9-12 we present the mulatu when the CO nodes
ane softer arwet than the assts: pe - .93 and p. (asmts) -
.9; other Parameters are Q-2. N'i12 and P from .5 to .7.
When Mul2 (figur 9) the ofmfens attacks the 0 nodes with
6 weapos for all values of P. When the deffensive stockpile iue1:P-.5Pa.9Qm2,N M 4
baen asto14, the C3 t tack level drpsto 4ontly fbrr close greOPu9Pu.QmN 1M 4
to 1.0 flgre 10). Iflincreused to16 or 18 (flgp I1I and
12), however the otfenslve C3 allocadon drops to as low as 2
fbr hilbP.and then switcbas to 4 andthen 6as rdrops It
can be see that softe C3 nodes encomprag ttack, even for
ratvely larg defensive swckptes

go 110

Figure 9: Pcu f.95. PS m.9, Q - 2. N - 12, M - 12

Figre I11 :Pcm.95. Pe=.9, Q 4,N - M M)6
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lea%

Fim12:-P6 .9S Pau.9. Qw*2. N= 12"Ma 18

and 1 shows the gain that ueplifadon of the coinnund
an ovlfunction provides. T"e rati of the payof for 2 C?

nodes a hw of ICS node is plopd inst values of r that

= PO .7 ol.0 n ordfa stockpiles of 4.,8

PayUeffam W Daim wVM 2 3 PIMAs 1 a3 NO Figure 14: Pum.9, P~w.9, Qo4. NwI2, M-12, I V~ Node

MI.4 I

M--

Si 014-nLU %

* Figure 13

For small M (4), the pain is quite marked: it cbimbs fotm
7 to over 10. Thm plateau occurs at the point at which the
offense switches from 2to 4and the defense fm l2to 3
drops and then rise for increasing r. with tue mnimszn
occurring whetsre tegies for the one C3 node case chanr
Strategies remain the same for all Values of r when MW ut

equals one. This is to be expected. since when the defense has q

12pretweapons, It doesn't mawte whether there are 1 oral ofe2e wepissccsful
intrcepted. Figure 14 and 15 sealtherategies that lead to
this result, both one and two C3 nodes resulting in thesaeS.
number of expected survivors when rIl, but with two C3

nodes being mmt effective for Iower values of r.

Figure 1S: Pe-.9. Peu.9, Q-4. N-M2 Mwl2 2 CJ Nodes
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5 CONCLUSIONS

7M liadtuedo atf fhdoheo, Le. optimal "*Ahi4ooo.
uhasooaw mm oi e suc q an u hi mady ImOe
wbmc weea pin toasidUr, wend
Values mand hiWllU o

w lM du• lWugith substanally lncreusd mnWmy._

in cmple" the study of the h pnact of vulrble C
mkds, a limited domain of cowolWta each nade will be
introduced. 7his begin to conuider the effect that a distributed
otgamludoan structure has an the lzoplaemuatiae of WTA
sw rIug aesn adw susch questions as ow many 1114

soda ndf what tye &Mes should be, The ss otdiff•• ilg
value for both 0 usda and asets aim be -Addassu, sInce
valuation will beuw able u so BUM ty perdhiu alny e a
evUum dI tha Idt 00tW aS dcu•Luass.
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